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their administrations to assist them in 
administering the Act. 

[45 FR 8993, Feb. 11, 1980, as amended by 
Amdt. 1–290, 62 FR 51804, Oct. 3, 1997] 

§ 10.15 Protection of records. 
(a) No person may, without permis-

sion, remove any record made available 
for inspection or copying under this 
part from the place where it is made 
available. In addition, no person may 
steal, alter, mutilate, obliterate, or de-
stroy, in whole or in part, such a 
record. 

(b) Section 641 of title 18 of the 
United States Code provides, in perti-
nent part, as follows: 

Whoever * * * steals, purloins, or know-
ingly converts to his use or the use of an-
other, or without authority, sells, conveys or 
disposes of any record * * * or thing of value 
of the United States or of any department or 
agency thereof * * * shall be fined not more 
than $10,000 or imprisoned not more than 10 
years or both; but if the value of such prop-
erty does not exceed the sum of $100, he shall 
be fined not more than $1,000 or imprisoned 
not more than one year or both * * *. 

(c) Section 2071 of title 18 of the 
United States Code provides, in perti-
nent part, as follows: 

Whoever willfully and unlawfully conceals, 
removes, mutilates, obliterates, or destroys, 
or attempts to do so, or with intent to do so 
takes and carries away any record, pro-
ceeding, map, book, paper, document, or 
other thing, filed or deposited * * * in any 
public office, or with any * * * public officer 
of the United States, shall be fined not more 
than $2,000 or imprisoned not more than 3 
years, or both. 

Subpart C—Maintenance of 
Records 

§ 10.21 General. 
Except to the extent that a system of 

records is exempt in accordance with 
subpart G of this part, the Department, 
with respect to each system of records: 

(a) Maintains in its records only such 
information about an individual as is 
relevant and necessary to accomplish a 
purpose of the Department required to 
be accomplished by statute or by exec-
utive order of the President; 

(b) Collects information to the great-
est extent practicable directly from 
the subject individual when the infor-

mation may result in adverse deter-
minations about an individual’s rights, 
benefits, or privileges under Federal 
programs; 

(c) Informs each individual whom it 
asks to supply information, on the 
form which it uses to collect the infor-
mation or on a separate form that can 
be retained by the individual of: 

(1) The authority (whether granted 
by statute, or by executive order of the 
President) which authorizes the solici-
tation of the information and whether 
disclosure of such information is man-
datory or voluntary; 

(2) The principal purpose or purposes 
for which the information is intended 
to be used; 

(3) The routine uses, as published 
pursuant to paragraph (d)(4) of this sec-
tion, which may be made of the infor-
mation; and 

(4) The effects, if any, on the indi-
vidual of not providing all or any part 
of the requested information; 

(d) Publishes in the FEDERAL REG-
ISTER at least annually a notice of the 
existence and character of the system 
of records, including: 

(1) The name and location of the sys-
tem; 

(2) The categories of individuals on 
whom records are maintained in the 
system; 

(3) The categories of records main-
tained in the system; 

(4) Each routine use of the records 
contained in the system, including the 
categories of users and the purpose of 
such use; 

(5) The policies and practices regard-
ing storage, retrievability, access con-
trols, retention, and disposal of the 
records; 

(6) The title and business address of 
the official responsible for the system 
of records; 

(7) The procedures whereby an indi-
vidual can be notified upon request if 
the system of records contains a record 
pertaining to that individual; 

(8) The procedures whereby an indi-
vidual can be notified upon request 
how to gain access to any record per-
taining to that individual contained in 
the system of records, and how to con-
test its content; and 

(9) The categories of sources of 
records in the system; 
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